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Policy Statement

The policy of Verisk Analytics and subsidiary companies is to comply in all 
respects with federal and state antitrust laws. With this in mind, we want to 
mention that during all seminars held under our auspices, this policy prohibits 
discussion of certain topics. Because we want to avoid even the appearance of 
an antitrust violation, we go beyond the letter of the law, and we will not discuss 
any matter that violates the spirit of the antitrust laws or could be perceived as 
doing so.

A copy of our Policy Statement on Discussion at Meetings can be found at

www.verisk.com/statement.

http://www.verisk.com/statement
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Generative AI: A Tale in Two Parts

• Potential use cases are widespread

• Known and unknown potential flaws

• Possible systemic liability risk

Part I

• AI in the hands of bad actors

• AI as a possible accelerant to existing 
trends

• AI horizon risks

Part II
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Generative AI: A Very Brief Introduction

Training Data

• Text

• Images

• Video

• Code

Training

• Machine 
Learning 
Techniques

Fine Tuning

• Tailored 
datasets

Model

• Open

• Closed

Prompt

• Text/Image

• Zero-shot

• Few-shot

• Chain-of-
thought

Output

• Text

• Image

• Video

• Code 

• More

https://dl.acm.org/doi/pdf/10.1145/3442188.3445922

https://research.aimultiple.com/llm-fine-tuning/

https://developer.nvidia.com/blog/an-introduction-to-large-language-models-prompt-engineering-and-p-tuning/

https://dl.acm.org/doi/pdf/10.1145/3442188.3445922
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Generative AI: The Promise

Drug discovery

Diagnosis

Pandemic defense

Process automation

https://www2.deloitte.com/us/en/pages/consulting/articles/generative-ai-for-enterprises.html

https://www.weforum.org/agenda/2023/05/how-will-generative-ai-impact-healthcare/

https://www2.deloitte.com/us/en/pages/consulting/articles/generative-ai-for-enterprises.html
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GAI Applications Come with Potential Liability Concerns

Widespread 
potential 

use cases

Known and 
unknown 
potential 

flaws

Potential 
systemic 

liability risk
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Some Known Potential Flaws in GAI Training and Outputs
Intellectual property and privacy concerns

IP infringement

Training datasets may contain 
copyrighted material or other IP

Outputs may share material 
without permission

Potential liability for GAI creators 
& users (coders, designers, 

advertisers, etc.)

Privacy & use of 
likeness

Training datasets may contain 
leaked or breached data

Outputs may share data without 
permission or protections

Potential liability for GAI creators 
& downstream users

https://hbr.org/2023/04/generative-ai-has-an-intellectual-property-problem/; https://iapp.org/news/a/generative-ai-privacy-and-tech-perspectives/; https://arxiv.org/abs/2012.07805
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Some Known Potential Flaws in GAI Training and Outputs
Can lead to inaccurate responses and skewed outputs

“Hallucinations”

Outputs that sound legitimate but 
contain errors or falsehoods

No perfect fix currently available

Bias & discrimination

GAI outputs may recreate or 
amplify bias in dataset

Known potential issue with AI      
& algorithms more broadly

Flagged as a concern in 
healthcare, hiring, finance,            

& other industries

https://www.nytimes.com/2023/05/01/business/ai-chatbots-hallucination.html; https://www.wsj.com/articles/rise-of-ai-puts-spotlight-on-bias-in-algorithms-26ee6cc9
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Potential Professional and Management Liability Risks
Professional services use cases

GAI-assisted legal, 
financial, or other 

services

Potential for flawed 
advice or paperwork

Potential liability for 
misleading or 
negligent work

https://news.bloomberglaw.com/bloomberg-law-analysis/analysis-donotpay-lawsuits-a-setback-for-justice-initiatives; https://www.nytimes.com/2023/05/20/business/ai-financial-advice-chatgpt.html
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Potential Professional and Management Liability Risks
Corporate compliance use cases

GAI-assisted 
accounting & 

compliance reports

Potential for 
inaccuracies or 

omissions

Potential liability for 
failure to disclose, 

misrepresentations, 
etc.

https://info.kpmg.us/news-perspectives/technology-innovation/kpmg-advance-scale-generative-ai.html
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Potential Medical Liability Risks
Healthcare system use cases

Potential liability for medical 
malpractice or discrimination

GAI tools may take notes, 
summarize patient data, 

respond to patient messages

GAI-assisted decision-making 
& diagnostics (future)

https://www.healthcaredive.com/news/generative-AI-healthcare-gpt-potential/648104/;  https://www.wsj.com/articles/generative-ai-makes-headway-in-healthcare-cb5d4ee2 
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Potential Product and Design Liability Risks
Design and manufacturing use cases

May help design chips, write code, manufacture cars, design 
buildings, discover new drugs, and more

Flawed designs or faulty production

Negligent design or defective products

GAI-assisted design 
& manufacturing

Potential liability

Potential flaws

https://www.eetimes.com/ai-powered-chip-design-goes-mainstream/; https://www.cnbc.com/2023/03/22/goldman-sachs-experiments-with-chatgpt-like-ai-to-help-devs-write-code.html; 
https://www.ibm.com/blogs/research/2020/06/accelerated-discovery/; https://www.cbinsights.com/research/generative-ai-industrials/
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Could These Risks Be Mitigated?

GAI capabilities may 
improve overall

Human review, product 
testing, & other vetting

Narrower, more specialized 
datasets

Somewhat

Not every flaw can be 
prevented

GAI transparency & quality 
testing are ongoing 
challenges

Upstream GAI applications 
may fly under radar

However
…

https://www.wsj.com/articles/generative-ai-tools-use-custom-data-to-power-more-business-functions-2f158dbb; https://hai.stanford.edu/news/ai-benchmarks-hit-saturation/
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Generative AI: Cyber Concerns

Voice clones & “Turing Text”

Deep fakes

Generative & DIY  malware

Breaking biometrics

Malicious prompts & data poisoning

https://www.ftc.gov/business-guidance/blog/2023/03/chatbots-deepfakes-voice-clones-ai-
deception-sale

https://www.wired.com/story/chatgpt-ai-bots-spread-malware/

https://www.economist.com/biometrics-pod

https://www.wired.com/story/chatgpt-prompt-injection-attack-security/

https://www.ftc.gov/business-guidance/blog/2023/03/chatbots-deepfakes-voice-clones-ai-deception-sale
https://www.ftc.gov/business-guidance/blog/2023/03/chatbots-deepfakes-voice-clones-ai-deception-sale
https://www.wired.com/story/chatgpt-ai-bots-spread-malware/
https://www.economist.com/biometrics-pod
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Generative AI: Fueling Social Inflation?

GAI tools reportedly already in use for some legal 
applications

May lower barriers to legal action

GAI analytical tools may potentially enhance 
likelihood of settlements or large jury 
awards

GAI-assisted legal 
analysis and 

chatbot “lawyers”

Potential increase 
in successful 

cases

Potential increase 
in frequency of 

litigation

https://donotpay.com/

https://clp.law.harvard.edu/knowledge-hub/magazine/issues/generative-ai-in-
the-legal-profession/the-implications-of-chatgpt-for-legal-services-and-society/

https://donotpay.com/
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Generative AI: Fueling Civil Unrest?

Misinformation

Deep Fakes

Financial Panics

Mass Unemployment

https://www.cnn.com/2023/05/22/tech/twitter-fake-image-pentagon-explosion/index.html

https://www.theguardian.com/technology/2023/feb/08/ai-chatgpt-jobs-economy-inequality

https://www.cnn.com/2023/05/22/tech/twitter-fake-image-pentagon-explosion/index.html
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Generative AI: Potential Horizon Risks

Proxy Gaming

Emergence

Intelligence 
Explosion

https://www.safe.ai/ai-risk

https://link.springer.com/chapter/10.1007/978-3-642-32560-1_2

https://www.quantamagazine.org/the-unpredictable-abilities-emerging-
from-large-ai-models-20230316/

https://www.safe.ai/ai-risk
https://link.springer.com/chapter/10.1007/978-3-642-32560-1_2
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Standard legal language is pending. Until the template is updated with standard boilerplate, 
please insert the appropriate legal language for your business area.

Thank you!

Questions?

Contact us:

emergingissues@verisk.com 
No part of this presentation may be copied or redistributed without the prior 

written consent of ISO. This material was used exclusively as an exhibit to an oral 

presentation. It may not be, nor should it be relied, upon as reflecting a complete 

record of the discussion.

mailto:emergingissues@verisk.com
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